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MNONOXEHUE

O KOMMEPYECKOMWN TAUHE
OBLLUECTBA C OFPAHNYEHHOW OTBETCTBEHHOCTbIO

«AHaeKc.J1aBka»



Hacrosiee MNonoxeHne o KommepyecKol TaliHe O6LLecTBa ¢ OrpaHMYeHHOW OTBETCTBEHHOCTLIO «AHAeKc./laBka» paspaboTaHo
O6LLecTBOM C OrpaHMYEeHHOW OTBETCTBEHHOCTbIO «AHAeKc./lTaBKka» B cooTBeTcTBMM ¢ PefepanbHbiM 3aKOHOM «O KOMMEpPYECKOM
TaliHe», UHbIMWU AEeNCTBYOWMMMU HOPMATUBHBIMM NPaBOBbIMM akTamMu Poccuiickolt ®epepaLumm B Lenax 3almTbl SKOHOMUYECKUX
MHTEpPecoB M npaBoBoi HesonacHocTn ObuwiecTBa C OrpaHUYEHHOW OTBETCTBEHHOCTbIO «AHAeKc./laBKa» M npefoTBpalleHun
npuyYnHeHun yobiTkoB ObLLECTBY C OrpaHMYEHHOM OTBETCTBEHHOCTbIO « AHAEeKC./lTaBKa», BbI3BaHHbIX pa3rialleHnem nibopmaumm,
COCTaBAAIOLWEN KOMMepYecKyto TaliHy ObL,ecTBa ¢ orpaHMYeHHON OTBETCTBEHHOCTbIO «AHAEKC./TaBKa».

1.  OCHOBHbDIE MOHATHNA N COKPALLEHNA

Bag — CneunanbHO  BblgaBaemasa NEepPCOHUPUUMPOBaAHHAA WAM  rocTesas
KapToyka gna ¢u3Myeckoro npoxona B onpeaeneHHble NomeLleHun
KomnaHuu nnum ntoboit ns komnauuii rpynnsl any, AHOEKC.

BUKK-CTpaHULUa — CTPaHMLA B ceTM MHTpaHeT KomnaHwuM, pasmelleHHaa no agpecy
https://wiki.yandex-team.ru/security/nda/ n https://wiki.yandex-
team.ru/security/readme/, a Tak»ke NOACTPaHMLbI, CCbIIKM Ha KOTOPble
pa3smelLeHbl Ha COOTBETCTBYIOLLEN CTPpaHuLLe.

KomnaHuwm rpynnbi any, ntoban KomnaHmA B 1060 CTpaHe MUpa, KOTOPaa HaXo4MTCA NoA NPAMbIM b0

AHOEKC — KOCBEHHbIM KoHTposiem Yandex N.V., ny6/iMYHON KOMNAHUKM C OrpaHUYEeHHOM
OTBETCTBEHHOCTbIO, CO34aHHOM UM [AeNCTBYIOWEN MO 3aKoHOAATeNbCTBY
HuaepnaHpos, 3apernctpupoBaHHoit B Toprosom Peectpe Maarm nog Homepom
27265167, B TOM u4uc/ie creaylowme KoMMaHUU-pesngeHTbl: Poccuiickoi
depepaumn: 000 «AHAEKC», O00«AHAekc.TexHonorum», 000 «AHgeKc OL»,
000 «Anpekc AU Bnagumup», 000 «AHgekc.Apaie», 000 «AHAEKC
BecnunoTHble TexHonormmn», OO0 «AHaeKkc.Takcu», 000 «AHAaekc.Takecu
TexHonormn», 000  «AHgekc.Beptukanm», OO0  «AHpeKkc.BepTtukanu
TexHonorun», 000  «fAHpekc.Ema», 000  «AHpekc./1aBKa», 000
«AHgekc.Mapker», 000 «AHgekc.Mapker Jlab», OO0  «KnunHUKa
Anpekc.3poposben, 000 «NC TexHonorum», OO0 «Epaaun Mpomo», OO0
«Maptna eabi», 000 «Tenecucrembl», 000 «AHaeKkc.Mpobkn», OO0
«Anpgekc.McnbitaHna», 000 «AHgekc.KapwepuHr», OO0 «KuHonowuck», 000
«AHpekc.Meagunanab», 000 «AHaekc.Meanacepsucbl»; Pecnybavkn Benapychb:
000 «Anpekcben», 000 «Ybep Cucremc ben»; Pecnybanku Kasaxcran: TOO
«AHpekc.KasaxctaH», TOO «AHaekc.Taken Kasaxctan»; Pecnybanku ApmeHus:
000 «AHpekc.Takecn Kopn 3ndm»; KoponesctBa Hugepnangos: Yandex N.V.,
Yandex Europe B.V., Yandex.Market B.V.; LlBeliuapckoii KoHdbepepauum:
Yandex Europe AG., Yandex Services AG.; W3pauna: YANDEX.ISRAEL Ltd.,
Yandex.Go Israel Ltd; CoeguHeHHbix LWTaToB Amepukn: Yandex Ing;
depepatnBHoit  Pecnybnukm  Fepmanua:  Yandex.Technology = GmbH;
duHnanackolt Pecnybaunkn: Yandex Oy M MHbIX KOMNAHWI, yKasaHHbIX Ha
CTpaHMue B WHTpaHeTe, pasmeléHHOW no agpecy: https://wiki.yandex-
team.ru/LegalDep/yandex-group/. «KOHTpOAb» O3Ha4YaeT mnpamMoe Wan
KocBeHHOe BnageHue 6osiee yem 50% ronocyowmx akumin/oonein s yctaBHom
(cknagouHoM) KanuTane nam MHbiM 0bpasom NoslyyeHHoe NPaBo YNPaBAATb UM
MpPaBo OKa3blBaTb B/AMAHWE HA PYKOBOACTBO WAM MNOJUTUKY YNpPaBAAeMOM
Komnanuu. COTPYAHMKY, He UMeloWemMy [OCTyna WAM  TeXHUYECKOM
BO3MOXKHOCTM AR [0CTyNa B UHTPaHeT KoOMMaHWK, CMMCOK TaKMX KOMNaHWUiM
npeaocTaBAAETCA MO ero 3anpocy HemnocpeacTBEHHbIM PYKOBOAUTENEM WM
OTBETCTBEHHbIM INLLOM.

Fpudp — rond «Kommepyeckas TalHa» uanM «KoHPUAEHLMANbHO» C YyKasaHUEM
MONHOTO HaMMeHOBaHMA W MecTa HaxoxgeHua Komnanuun. Tpud
«Kommepueckaa TamHa» u  rpud  «KoHbuaeHumanbHO»  ABAAIOTCA
paBHO3HaYHbIMW.


https://wiki.yandex-team.ru/security/readme/
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DoKymeHT —

UHble maTepuanbHble
Hocutenun —

Kommepueckasa TaliHa

KomnaHua —

KoHdugeHumanoHan
UHPopmaumua —

O6wwmin goctyn —

OrpaHUYeHHbIi gocTyn

OTBeTcTBEHHOE U0

MepeyeHb —

3apUKCMpPOBaHHan Ha MaTepuanbHOM HocuTene MHGOPMaLMA, OTHECEHHAsA
KomnaHuei K KoHdnaeHumanbHon nHGopmaumm, c peKBU3UTaMM,

No3BOJIAWMMU UAEHTUPULMPOBATL TaKyto MHOPMaLMIO.

HaKonuTeibHble YCTPoKCcTBa GN3L-NAMATU, SUCKETbI, KECTKME OUCKU, UHblEe
3anomMuHatoWwme yCTPOWCTBa, ONTMYECKME AUCKKM, GOTO-, BUAEOTEXHUKA,
cMapTOHbI U T. 4., cogepalime KoHbdmaeHUManbHyto MHGopmaumtio.

peXunm KoHOMAeHUMaNbHOCTM MHOOPMALLMK, HE3aBUCMMO OT BUAA HOCUTENS,
Ha KOTOpoM OHa 3aduKcMpoBaHa, MO3BONAKOWMIA ee 0b6nagaTento npwu
CYLLECTBYIOLMX WAM BO3MOMKHbIX OBCTOATENLCTBAX YBE/NMYUTL [0OXOAbl,
n3bexaTb HeonpaBAAHHbIX PACXOAO0B, COXPAHWUTb MOJIOXKEHME HA PblHKE
TOBApOB, PaboT, yCAYr AN NONYUYUTb UHYIO KOMMEPYECKYIO BbIroay.

O6LWecTBO C OrpaHUYEHHOM OTBETCTBEHHOCTbIO « AHAEKC./lTaBKa»

cBefieHnA Nboro xapaktepa, BKAOYAA TEXHUYECKYH, OPraHW3aLMOHHYIO,
TEXHO/IOTMYECKYIO, NPOU3BOACTBEHHYIO, GMHAHCOBO-3KOHOMUYECKYIO U/Un
WHYIO MHPOpMauMio, B TOM uMcae O pe3ynbTaTax WHTeNNeKTyaslbHOM
[EeATeNbHOCTM B HAyyHO-TexHU4Yecko cdepe, a TakKe crnocobax
ocyuwlecTsneHna nNpodeccMoHanbHOM  AeATeNbHOCTH, KOTOopble  MMET
OENCTBUTENIbHYIO WM NOTEHUMANbHYIO KOMMEPYECKYD LEHHOCTb ANA
KomnaHum u/unu  nwboit komnanuu rpynnsl auy, AHAEKC B cuay
HEeU3BeCTHOCTU ee TPETbUM AULAM, K KOTOpbIM HeT cBoboaAHOro AocTyna Ha
3aKOHHOM OCHOBaHWM U B OTHOLIEHUW KOTOPbIX KoMNaHuWel B COOTBETCTBUU C
HactoAlwMm  [onoxeHnem  BBeAEH  pPeXUM  KOHOMAEHUMANbHOCTU
(koMmepuecKoit TallHbl), @ TaKKe CBeAEeHUA, COCTaBAAOLLME KOMMEPYECKYIO
TallHy TPeTbUX nLL, KoTopble 6blnn nepesaHbl KomnaHMM TaKMMKU AMLAMW HA
3aKOHHOM OCHOBAHUMU.

[0CTyn, HeobXxoAUMbIM BceM COTPYAHMKamMm KomnaHuMM AnA UCNONHEHMA MUK
CBOWX TPYAOBbIX 06A3aHHOCTEN U NPEeAOoCTaBAAOWMIACA BCEM COTPYAHUKAM
KomnaHuu ¢ MomeHTa UX TpyaoycTpoicTea B KomnaHuu ¢ paspelseHus (no
3anpocy) OTBETCTBEHHOrO nLa.

[OCTyn, NpeAocTaBAAeMblit No oTaenbHOMY 3anpocy OTBETCTBEHHbIM NLOM
WM aBTOPOM Takoi KoHpuaeHLManbHOM MHGOPMALLIUM KOHKPETHOMY /LY B
paMKax BbIMOJ/IHEHWA TaKUM JIMLOM CBOMX TPYAOBbIX 06A3aHHOCTEN, npu
HeobxoAMMOCTN NPeacTaBAAOWMI cO60M OrpaHNUYeHne J0CTyna n, B TOM
yucne COTPYAHWKOB, K MPOrpaMMHO-annapaTHbiM pecypcam KomnaHuu,
obecneunBatoWmMm paboToCNnoCOBHOCTb CETU, U MecTaM (NOMeLLEHMAM) KX
pa3sMeLLeHns, A0CTyNa K CETU, CUCTEMaM, CEPBEPaM U PasMELLEHHbIM Ha HUX
3N1eKTPOHHbIM [lOKyMeHTam ¢ (Mpy NOMOLLM) KOMMNbIOTEPOB U T. A.

pykoBoguTenb KOMMNaHWW, PYKOBOAWUTENb CTPYKTYPHOrO MOApasaeneHus,
oTBevalwero  3a MHPopmaLMOHHy0  6e3onacHocTb KomnaHuu,
pykoBoauTeNb CTPYKTYpHOIoO nogpasgeneHus KomnaHuu,
HenocpeaCcTBEHHbI PYKOBOAUTENb COTPYAHWUKA, B0 coTpyaHUK KomnaHuu,
HafeNeHHbI MOJIHOMOUYMAMW B PaMKax CBOEM [O0/MKHOCTM paspellaTb
HaHeceHWe, cHaTMe/raweHne rpudosB C NOOLIX HOCUTENEN, CodepKalmux
KoHduaeHumanbHylo MHPOpmaUMio, [OCTyn, nepegady, nNpesfocTaBieHue
KoHdunaeHunanbHoM MHPoOpMaALMM TPETBUM NIULLAM.

MepeyeHb cCBeAEHWUNM, COCTaBAAOWMX KOMMep4Yeckyto TalkiHy 00O
«fAHpekc.J1aBka».



NonoKeHne — MonoxkeHne 0 Kommepyeckon TaillHe O6uwectBa €  OrpaHWYeHHoOWM
OTBETCTBEHHOCTbIO «fAHAeKc.J/1aBKay.

Pexxum — COBOKYMHOCTb NPABOBbIX, OPraHN3aLMOHHBIX, TEXHUYECKUX U UHBIX Mep AAA
oxpaHbl KoHbuaeHUManbHoM MHGopMaL MK,

CoTpyAHUK — du3mMyeckoe nnLO, coctosllee B TPYAOBbIX OTHoweHMAX ¢ KomnaHuen Ha
OCHOBaHMM TPYAOBOrO [0OroBOpPa, NpPeayCcMaTpMBalOWErO MPUMEHEHUE
MNonoxeHua.

ONEeKTPOHHbDIN [OKYMEHT, B KOTOPOM MHGOPMALLMA NpeacTaBaeHa B SN1EKTPOHHOM dopme, B

DOKYMEHT — TOM 4YuCie B BUAE COOOLWEHUA SNEKTPOHHOW MOYTbI, UHTEPHET-CTPAHWULLbI,

MHTPAHET-CTPaHNLbl U MHBIX BO3MOXHbIX 3TEKTPOHHbIX d)opmax.

MHble TepMUHbI, UCNONb3yeMble, HO He onpeaenieHHble B HacToAwem [MoNOXKeHUW, AOMKHbI TONKOBATLCA B COOTBETCTBUM C

2.1.
2.2,

2.3.

3.1.

3aKoHogaTenbcTBom Poccun.

2. OBLUME NONOXKEHUA
Obnapatenem KoHpuaeHumanbHon nHbopmaumm asnsetrca KomnaHus, ecim He YKasaHo MHOe.

Mo, pasrnaweHnem KoHduaeHumManbHol MHGOPMaLMU NMOHMMAETCA AelcTBUE UAKn Be3aeicTBue, B pesysbTaTe KOTOPbIX
KoHoumaeHumanbHas nHdopmaums B N1tlo60 BO3MOXKHON popme (YCTHOM, NMMCbMEHHOW, 3/IEKTPOHHOM, BU3YyasibHOM, B MHOW
dopme, B TOM umcie C UCNOb30BAaHNMEM TEXHWYECKUX CPEACTB) CTAHOBUTCA W3BECTHOW TPeTbMM nuuam 6e3 cornacus
KomnaHuuM w/vaum BoONpeku TPyLOBOMY WAM TPaKAAHCKO-NPaBoOBOMY [fo0roBopy. K TakMmM AeNCTBMAM OTHOCATCA
coBepLUeHHble B oTHoweHun KoHdunaeHumanbHo nHdopmaunm 6e3 cornacua KomnaHmu:

pa3melleHne B CETU UHTEPHET, I'Iy6J'IVIKaLIMVI B ne4vyaTu,
nepeaada no pagno n renesngeHuno, CETAM CBA3U,

FIY6I'IM"IHOE ornaweHume Ha KOHdJepEHLl,VIHX, coBelWaHnAX, CMMNO3nymax, npwn 3awunte AMCCEpTaLIMVI M Ha gpyrux FIY6J'IVILIHbIX
BbICTYN/1€HUNAX;

paccblfika (mepecbinka), nepedayda Uamn coobluieHre TpeTbUM Anuam B Ntoboi apyron popme (B TOM YnCie Yepes cpeacTsa
WMHTEPaKTMBHOro 0beHnsa n obmeHa MHGOpMaLMeEld B KOMMNbIOTEPHbIX CETAX, MHTEepHeT-Gopymax U T. 4.);

npoyune AeﬁCTBMH, He OrpaHn4mMBaACb YKasaHHbIMUA.

KoHduaeHumanbHaa MHbopmauma oxpaHsaeTca 6eccpoyHo, 3a MUCKAoYeHMeM caydaes, Korga OTBETCTBEHHLIM JINLLOM
onpeaeneHo nHoe.

3. MEPbI, TPUHUMAEMBbIE AN OXPAHbI KOMMEPYECKOW TAMHBI (KOHOUAEHUNANBHON NUHGOPMALIUM)

B oTHoweHun KoHduaeHumanbHo MHGopmaumm KomnaHuel ycTaHaBaMBaeTcs PeXkum, npesycmaTpmBatoWwmii cnegytolime
mepbl:

onpeaeneHne nepeyHs CBEAEHWI, COCTABAAIOWMX KOMMepYeckyto TanHy KomnaHuu nytem yTBepaeHua [lepeyHs
npukasom no Komnanuu;

orpaHunyeHune goctyna K KoHoumaeHumanbHo MHpopmMmaLmu, ee nepesadn U NnpeaocTaBieHnsa NyTeM yCTaHOBNEHUA NopAaKa
obpaweHns ¢ 3Tol MHbOPMAUMEN WM KOHTPOSA 3a CObNOAEHMEM TaKoro nopsgaka B COOTBETCTBMM C HaCTOAWMM
[MonoxkeHuem;

BPEMEHHOE MOJIHOE MM YaCTUYHOE OrpaHUYeHMEe A0CTyna K BHYTPEHHMM KOPMOpaTUBHbIM pecypcam KomnaHuu (B Tom
ynucne K paboyemy ycTpoicTey) B Caydae BO3HMKHOBEHMA OMACHOCTU YTEYKM / HECAHKLUMOHMPOBAHHOrO pasrnalleHus
KoHbumaeHumanoHOW MHPOpPMaLMK, a TaKkKe B caydae, ecnnm CoTpyaHuK 6onee 3 (Tpex) paboumx AHeEW He UcnoHAET
yKas3aHusa OTBETCTBEHHbIX UL, B OTHOLIEHUU 3awmTbl KoHbUaeHUManbHOU UHPOpPMaLMM (cMeHa naponsa, 610KUMpPOBKa
BPEAOHOCHOM NPOrpaMmmbl aHTUBMPYCOM, UCMONb30BaHME TOPPEHTOB M TOMY NOAOBHOE) C LLe/Ibio HEeAONYLLEHUA ee YTEUYKM
N/MNN HEeCaHKLMOHNPOBAHHOTO pasrnalleHus;
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® MOCTOAHHbIA MOHUTOPUHI NOAO3PUTENbHOW aKTUBHOCTU (M3MeHeHMe $ainoB onepaLuoHHOW CUCTEMbI U KOHbUrypauuuy,
0bMeH JaHHbIMM MO CEeTU U T. 4.), NPOUCXOAALLEN B KOPMOPATUBHLIX pecypcax KomnaHuu, B TOM uucie Ha pabouem
ycTpolictee COTpyAHWMKa;

e yyeT Anu, NOAYYMBLIMX AOCTYn K KoHdbuaeHumanbHon nHbopmaumu u (Mau) Aunu, KOTopbiM Takaa MHbopmaums 6bina
nepefaHa uau NpeaocTaBieHa, B COOTBETCTBUM C HAacToAWMM MNonoxkeHnem;

e peryinpoBaHWe OTHOWEHU no ucnosb3oBaHMioo KoHduageHumanbHOM MHPOPMAUUM B COOTBETCTBMM C HACTOALLMM
MonoxeHnem, BKAOYAsA OTHOLIEHWA C COTPYAHMKAMM HA OCHOBAHMM TPYAOBbIX [AOFOBOPOB WM KOHTpareHTaMM — Ha
OCHOBaHWW rPa*KAaHCKO-NPaBOBbIX 4OTOBOPOB;

® HaHeceHue Ha [JOKYMEHTbI, 3}1€KT|30HHbIe AOKYMEHTbl U UHble MaTepuasZibHble HOCUTENIN, a TaKXKe BKAK4YeHMne B COCTaB
PEKBU3NTOB Nobbix AOKYMEHTOB, rlecba, npeayCMoTpeHHOro HactoAawmMm MonoxeHnem.

3.2. Hapsgy ¢ mepamu, nepeuncieHHbiMm B n.3.1, KomnaHua npu HeobxoAMMOCTM BNpaBe NPUMEHATb CPeACcTBa U MeToabl
TEXHUYECKOW 3almTbl U UHblE, HE MPOTMBOpPEYALLME 3aKOHOLATENLCTBY Poccum mepbl no 3awmte KoHouaeHumanbHom
nHdopmaumu.

3.3. BBeaeHue, M3MeHeHME, OTMeHa Pexuma OCyWecTBAAETCA MPUKA3oM u/uam pacnopsxeHnem OTBETCTBEHHbIX UL, B
COOTBETCTBMM C HacTOALLMM [MONOKEHNEM U MOANEKMUT NyBAMKAUMKM Ha BuMKKM-cTpaHuLe. PelleHne Bonpoca o Havane u
NpeKkpalLeHMn [encTBns PerMma B OTHOLIEHUM KOHKpeTHol KoHduaeHumanbHol WMHPopmauumn (MCKAKOYEHUM TaKoW
KoHoumaeHumanbHoM nHbopmaumm 3 nepedHs KoHouaeHumanbHol nHpopmaumm) Bosnaraetca Ha OTBETCTBEHHbIX UL, U
odopmnseTca akToM npou3BoabHON ¢GopMmbl. [peKpalweHve aencTeuA Pexuma ocywecTBasAeTcA aBTOMATUYECKU B
OTHOWEHUN KOHKpeTHon KoHdumaeHumanbHOM MHPOpMALMM B c/ydae, ecin Takaa MHbopmauma bbina oduumanbHoO
onyb6/IMKOBaHa B OTKPbITbIX MCTOUYHMKAX OT MMeHn KomnaHun n/vnm ot umenmn ntoboit Komnanmm rpynnsl anu, AHAEKC.

4. KOHOUAEHUMANBHAS UHOOPMALMA U NOPAAOK PABOTbI C HEN
4.1. OtHeceHue cBegeHuit K KoHouaeHumanbHoU MHGopMmaL UK.

4.1.1. OTHeceHMWe cBeaeHU K KoHpunaeHLuManbHOM MHOOPMALLMK OCYLLECTBAAETCA NyTeM yTBEPXKAEHUA MepeyHn, a TaKkxKe nyTem
npocTasneHnsa rpuda, NpesycMOTPeHHOro HacToAwmm [lonoxkeHnem. Bce [JOKYMEHTbl, B TOM UMC/Ae DNEKTPOHHble
OOKyMeHTbl KomnaHuu, nomedatotces Npudom. CBefeHuA, ABAAIOWMECA KOMMEPYECKON TallHOM TPETbUX L, U NepesaHHble
KomnaHuu, oTHocaTcs K KoHPuaeHunanbHOM MHPOpPMaAUUM, M B OTHOLIEHUUN TaKUX CBEAEHUMN TaKKe AEUCTBYyeT Pexum.
KoHdumaeHumanbHaa MHPOPMALMA TaKKe BKNOYAET B cebs ceKpeTbl NMpou3BOACTBa (HOy-xay) Komnanuu. KomnaHuwm
npuHagaexaT UCKAYUTEIbHbIE MPaBa Ha CeKpeTbl MPOU3BOACTBA.

4.1.2. B MOMeHT co3gaHua [OKymeHTa, D/IEKTPOHHOro [AOKYMEHTa CcOTpygHMK 06a3aH onpeaenutb cornacHo [lepevHto
COOTBETCTBME TaKon uHbopmauun KoHdugeHumanbHon uHPopmaumn. Ecam Takaa uHbOpmauMa OTHOCUTCA K
KoHduaeHumanbHoM UMHPOPMALMM, TO COTPYAHUK OCYLLECTBAAET HaHeceHWe [puda. B ciayyae COMHEHWI COTPYLHUKY
Heobxo4MMO 06PaTUTLCA K HENOCPEACTBEHHOMY PYKOBOAMUTENO U/UAW K PYKOBOAMTENIO CTPYKTYPHOTO NoApasaeneHus, a
TaK}Ke NLLaM, YKasaHHbIM Ha BUKKU-cTpaHuue.

4.2. [octynbl K KOoHPuaeHumnanbHou uHpopmaumum.

4.2.1. CoTpygHMKam B CBA3M C TPYAOBbIMW 06A3aHHOCTAMM NPeAoCTaBAAOTCA AOCTyNbl K KoHdunaeHunanbHo nHpopmaumm, B Tom
ynucne K CBeleHUAM, COCTaBAOLLMM KOMMEPYECKYIO TalHY TPETbUX L, U NepedaHHbiM KomnaHuu.

4.2.2. Nog poctynom K KoHouAaeHumanbHoM WHPOPMALMKM MOHMMAETCA O3HakomaeHne anua ¢ KoHouaeHumanbHol
MHPOpMaLMen C Cornacma Takoro MLa UaM B pamKax BbIMONHEHUA MM CBOUX TPYAOBbIX 06A3aHHOCTEN M C paspelueHun
OTBeTCTBEHHOrO ML KomnaHMM B COOTBETCTBMM C HacToAwMM MNonoxkeHnem, AM60 Ha MHOM 3aKOHHOM OCHOBaHWW Mpu
YC/I0OBMU COXPaHEHMA KOHPUAEHUMANBHOCTU 3TON MHOPMaLmn. TakoM AOCTYN NpeaoCcTaB/AETCA KaK ¢ nomolubto bagxa,
TaK M BO3MOHOCTbIO MCMO/1b30BaTb BHYTPEHHME pecypcbl KomnaHum unm ntoboi komnanum rpynnsl ang, AHAEKC, Takme Kak
BHYTPEHHME cepBepbl, MHTPaHeT, BUKM-cTpaHuubl U T. 4., NyTem NoJy4yeHUsa NepcoHasbHOro AoruHa u napona. MNpu atom
COTPYZHUK He J0/IKeH NepesaBaTtb CBOM bagK U/unav nepcoHanbHbie NOTMH M Napoib UHBIM IMLAM UK UCTIONb30BaTb Yy¥KOM
Bbaax nan nepcoHanbHble AOrMH U naponb. Mpu yTepe bagxa nan KomnpomeTaumn NepcoHasbHOro NIOFMHA M NaponA
COTPYAHUK OO/IKEH He3aMeaNnTelbHO coobWwmnTb 06 3ToM OTBETCTBEHHOMY NINLY AA NPUHATUA COOTBETCTBYHIOLLMX MEP MO
6710KMpPOBKe Takoro bagyka nam AocTyna No TakMmM NOTUHY M Napoito.

4.2.3. KomnaHua sawmwaetr KoHoumaeHUManbHyt0o MHOOPMALUIO OT HECAHKLMOHWPOBAHHOIO AOCTyna NyTem BBEAEHMA mep,
NpPeayCMOTPEHHbIX HacToAWMM MOoNOKEHNEM, U pernameHTUpOoBaHMeM LOCTyna K BHYTpeHHel (KopnopaTuMBHOW) ceTw,
cepBepam 1 BCeM pasMeLleHHbIM Ha HUX [lOKyMeHTaMm, BKIoYaa EeKTPOHHbIE AOKYMEHTbl C KOMMbIOTEPOB, BK/IOYEHHbIX B
cetb Komnauuu wumnm nmwoboit  KomnaHvum rpynnbl avy, AHOEKC, ¢ ucnonb3oBaHMEM TeXHUMYECKUMX CcpeacTs
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naeHTMOUKaumn/ayTeHTUGUKALMM U aBTOPM3ALMN COTPYAHMKOB, KOTOPbIM NPesocTaBAseTCA AOCTYN K COOTBETCTBYOLLEN
KoHoumaeHumanbHoM nHbopmaumnu.

4.2.4. B KomnaHuax rpynnsl any, AHAEKC cywecteyet O6wmin goctyn kK KoHPuaeHumanbHoit nHbopmaumm n OrpaHUYeHHbIN
poctyn K KoHpuaeHumanbHo nHbopmaumu.

4.2.5. [ocTtyn K INEeKTPOHHbIM AOKYMEHTaM, pa3MeLleHHbIM Ha MPOrpamMmHO-annapaTHbIXx pecypcax Komnawwii rpynnbl auu,
AHAEKC, ocywecTBnaeTca COTPYAHUKOM NOCPeACTBOM NPesyCMOTPEHHbIX 414 AAaHHOro BMga [JOKYMEHTOB NPOTOKONO0B U
WHTepdencos, No 3anpocy Uam ¢ noaTeepKaeHMA OTBETCTBEHHbIX JIULL.

4.2.6. MoaTtsep:kaeHMem daKTa fOCTyna K INEKTPOHHOMY AOKYMEHTY ABAAETCA KypHanbHaa MHGOPMaLUA MHTPAHET-cepBuca, Ha
KOTOPOM pasmeLleH INEeKTPOHHbIV JOKYMEHT.

4.2.7. JocTyn K mecTam pasMeLLLeHnn DNEKTPOHHbIX AOKYMEHTOB BHyTpu cetu Komnawnuii rpynnsl anu, AHAEKC KoHTpoaupyeTtcs
IMUAMK, OTBETCTBEHHbIMU 32 MHPOPMaLMOHHYO 6e3onacHocTb KomnaHuit rpynnbl Ay, AHOEKC.

4.2.8. COTpYAHWMKM TaKKe MOTyT NoslydaTb AOCTYN K MHPOPMALLMM, COCTABAAIOLLEN KOMMEPYECKYIO TaliHy KOHTpareHToB KomnaHuu.
Takasa MHPopmMaumMa A0NKHA paccmaTpuBaTtbca Kak KoHduaeHumanbHas mHpopmaumsa, M npu pabote ¢ Hel AO0/KHbI
NPUMEHATLCA NPaBUIA, YCTAHOB/IEHHbIE HACTOAWMM MoNoKEHMEM.

4.3. YueT nuu, NOAYYMBLUUX Pa3nUHble BMAbI AOCTYNnoB K KoHouaeHumnanbHoi nHpopmaumm KomnaHum, mam Kotopbim
TaKasa uHdpopmauus 6bina nepegaHa uam npeaocTasneHa.

4.3.1. YyeT COTPYAHWUKOB M KL, NoayumnslumMx O6LWMIA fOCTYN, BEAETCA B 3N1EKTPOHHOM BuAe B 0bLLei cucTeme yyeTta COTPYAHMKOB
(vHbIX IML) KomnaHuu.

4.3.2. Y4yeT COTPYAHWMKOB U NNL, NOAyYMBLWIKX OrpaHUYEHHbIW JOCTYN, BEAETCA B 3/IEKTPOHHOM BUAE B CMeuManbHbIX CUCTEMAX, B
KOTOPbIX peanusytoTca GYHKUMM MNONYYeHWA 3aABKM HaA [AOCTYM, COrMacoBaHWUA MOJIyYeHWs [0CTyna CO CTOPOHbI
OTBETCTBEHHbIX AU, onpegenseTca GpaKkT NpenocTaB/leHUs AOCTyna, a Takke ¢aKT oT3biBa 4ocCTyna. B pamKax cBowux
TPYAOBbIX 0DOA3aHHOCTEN WM BO3J/IOMKEHHbLIX MOJIHOMOYMIM NKLA, OTBevallwme 3a MHPOPMaAUMOHHYHO 6e3onacHoCTb M
WHXKEeHEePHbIe CUCTEMbI, OKasblBalOT COAENCTBME B BEAEHUM yyeTa COTPYAHWMKOB WM WHbIX ML, NOAYYMBLUMX OOCTYN K
JNEKTPOHHbIM AOKYMEHTaM, U MecTam pasmeLleHns B ceT KoMMnaHWu DNEKTPOHHbIX SOKYMEHTOB, @ TaK¥Ke BeayT ydyer
NPOrpamMmMHO-annapaTHbIX CPEeACTB, ABAAIOWMXCA MaTepuasbHbIMU HocuTenamn KoHduaeHumManbHo WHopmaLmy,
OCYLLECTBAOT KOHTPONb [AOCTYNa K MeCTam pasMelLleHMsa INEKTPOHHbIX AOKYMEHTOB M NPOrpammMHo-anmnapaTHbIM
CpeAcTBaM COOTBETCTBEHHO.

4.3.3. YyeT KOHTpareHToB, KOoTopbiM bblia nepeaaHa KoHduaeHumanbHana nHbopmaumsa, segerca OTBETCTBEHHbIMU MLLAMM, a
TaKXe NMLUamMM, OTBETCTBEHHbIMM 33 NPABOBOE COMPOBOXAEHNE AeATeNbHOCTM KOMNAaHMK, U IMLaMM, OTBETCTBEHHbIMM 3a
passutHe 6u3Heca KomnaHwuuM, nyTem XpaHeHUsa MNOAMMUCAHHbIX AOKYMEHTOB O HepasrnaweHun KoHdpuaeHuuanbHom
MHbOPMALMN U BeAEHUS PeecTpa TaKMX KOHTPAreHTOB B 3/IEKTPOHHOM BWUAE BO BHYTPEHHEN (KopnopaTWBHOW) ceTu
KomnaHuu Ha BUKn-ctpaHuue.

4.3.4. Y4yeT OpraHoB rocyfapCTBEHHOM BNACTU, UHbIX FOCYAAPCTBEHHbIX OPraHOB, OPraHOB MECTHOFO CamoynpaB/ieHNsA, KOTOPbIM
6bl2M NpeaocTasneHbl JOKYMEHTbI U/UAM AOCTYN K MHbIM MaTepuasbHbiM HocUTenAam KoHduaeHUManbHoOn MHGopmaumm,
BeayT OTBETCTBEHHbIE /ML, A TaKXKe NMLA, OTBETCTBEHHbIE 33 MPABOBOE COMPOBOXAEHWE AeATenbHOCTM KomnaHuu, B
3NEeKTPOHHOM BUAE Ha cepBepax, NpUHagAexalLmMx KomnaHum uam HoMy uuy, onpegeneHHomy KomnaHuen.

4.4. PerynvpoBaHue OTHOLIEHMIT N0 ucnonb3oBaHuo KoHpUaeHUnanbHoi UHPOPMALMKM COTPYAHUKAMM U KOHTPareHTamum.

4.4.1. OTHOWeEHUA Mo Mcnoib3oBaHU KoHbuaeHuManbHOM UHbOPMaALMM Mexay KomnaHuein u cOTPyAHWKOM peryanpyroTcs
TPYLO0BbIM AoroBopom, O6A3aTENLCTBOM O HEpa3rialleHUN KOHPUAEHLMANbHOM MHbOPMALMK, HAacToAWMM MMONOKEHNEM,
a TaKXKe [eNCTBYIOLMM POCCUMCKUM 3aKOHOAATeNbCTBOM. Kaapblit cOTpyAHMK Komnanum o6Aa3aH O3HaKOMWUTBLCA MOA
NoAMMCb C MaKeTOM LOKYMEHTOB, onpegensaowmx KoHPuaeHuManbHyto MHPOPMALMIO M Pexrum, BKAtoYan MepeyeHs,
HacToswee MonoxeHne, 0653aTeNbCTBO O HEpasrnaweHnM KoHPuaeHunansHo nHdopmaumnm, n cobnogatb TpeboBaHUs,
YKa3aHHble B TaKMX LLOKYMEHTaX, a TaK¥Ke HeCTU NepCoHaNbHYO OTBETCTBEHHOCTb 33 UX HecobalogeHue.

4.4.2. Mexay KomnaHuein W KoHTpareHTamum (GU3MUeCKUMU U IOPUAUYECKMMWU NUMLAMM) OTHOLWEHWUA MO MCMO/b30BaHMUIO
KoHougeHumanbHoM MHGOPMALMK PEryanpyoTcs Ha OCHOBAaHMM OTAE/bHbIX COrNalleHui (Hanpumep, COrNaleHwuit o
KOHOUAEHLMANbHOW MHPOPMALLIMM) UK COOTBETCTBYHOLLMX MOJIOMKEHUIA TPaXKAAHCKO-NPABOBbLIX LOrOBOPOB B CAEAYIOLLEM
nopsgke:

o [lepepavya KoHouaeHumanbHOM WHPOPMaLMU OCYLLECTBAAETCA YNOIHOMOYEHHBIM COTPYAHMKOM, MMEKLWMM AOCTYN K
cooTBeTcTBYlOWEN KOHPMAaeHUManbHOM MHPopmaLumK, ¢ paspelleHma OTBeTCTBEHHOro nua KomnaHum B COOTBETCTBUM C €ro
nonHomoumnamu. Mog nepegaveirt KoHdumaeHumanbHOM MHPoOpMauuM NoHMMaeTca nepegada KomnaHuel B nvue ee
COTPYAHWKA UM MHOTO YNOJIHOMOYEHHOTO N KoHTpareHTy KoHduaeHumanbHol nHdopmaLMm Ha OCHOBaHMM AOrOBOpa B
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obbeme M Ha YCN10BUAX, KOTOPble NpeayCMOTPEHDbI 40roBOpoMm, BKNKOYaA ycnosmne o NPUHATUN KOHTPAreHToOM YCTaHOB/1IEHHDbIX
TaKMM JOroBOpPOM MepP MO OXpaHe ee KOHC])MAEHLIMaI'IbHOCTM.

e [lo nepegaun KoHbduaeHuManbHOW WMHPOPMALMM C KOHTPAreHTOM 3aKNH4YaeTcA COOTBETCTBYIOLEE COr/laleHne o
HepasrnalweHMn TaKon MWHPopmaumu (OTBETCTBEHHOCTb BoO3/araetca Ha OTBeTCTBEHHOe Anuo u/uam CoTpyaHMK],
KOHTPO/IMPYIOLLEro OTHOLEHMA C KOHTpareHTom) avMbo B [AOroBOP C KOHTPAreHTOM BK/KOYAIOTCA MNONOMKEHUA 06
06A3aTeNbCTBaX KOHTpareHTa o HepasrnaweHun KoHduaeHumanbHon mHbopmaumm (OTBETCTBEHHOCTb BO3NaraeTcs Ha
CTPYKTypHOE noapasgeneHune, oTeedalollee 3a NpaBoBoe COMPOoBOXKAeHME aeaTenbHocTM KomnaHmm).

4.5. HaHeceHue lpuda.
4.5.1. HaHeceHue INpuda MOMKET OCYLLECTBAATLCA CAeAyoLWUMIN cnocobamu:

e B Hayane uam B KoHue JlokymeHTa (B T. 4. DNEKTPOHHOro AOKYMeHTa), coaepskallero KoHpuaeHumanbHyo nHpopmaumio,
WAW COMPOBOAMUTENLHOIO NUCbMa K Takomy [OKYMeHTy — B BUAe KONOHTUTYyNa «Kommepyeckas maliHa. [[TonHoe
HaumeHosaHue KomnaHuu], [mecmo HaxoxcdeHus KommnaHuul]» nubo «KoHgpudeHyuansbHo. [[loaHoe HaumeHosaHue
KomnaHuu], [mecmo HaxoxdeHusa KomnaHuu']»;

e Ha cTpaHuue MHTpaHeT-caliTa KomnaHuu, coaepkawero KoHbuaeHUManbHyto MHopmMaumio, — B BUAE MPOCTaB/EeHUA
lpnda M B HEKOTOPbIX CAyYasX CCbINKM HA CTPaHULY WHTPAHeT-caiTa C AeUCTBYIOLMMMU pefaKLUAMU OOKYMEHTOB,
peryavpylowmx pexxmm Kommepyeckol TaliHbl B KomnaHuu;

e B KopHeBOM KaTasnore (KopHeBolM nanke) ¢alnoBOro XpaHuMAULWLA WAKM B KaTanore (nanke), coaep:Kaliem

KoHduaeHumnanbHyto nHpopmauymio, — B Buae dana GRIF.TXT, coaeprkalero TEKCT, COOTBETCTBYIOWMN COAEPIKAHUIO
Tpnda;
e Ha ctpaHuue [oKymeHTa (B T. Y. D/IEKTPOHHOrO AOKYMEHTa) — B BUAE HANOXKEHHOro TeKcTa («BOAAHbLIX 3HAKOBY),

HAaHOCMMOTO MO BCel niowaam cTpaHuLbl JOKYMEHTa;

® Ha CTpaHuUUe nevatHoro [JOKymeHTa WAM CONPOBOAMTE/IbHOMO MUCbMA K HEMY — C MOMOLLbIO WTamna ¢ MHPopmauuei,
aHanornyHon Mpuoy;

® Ha UHble maTepuasibHble HOCUTENIM — C MOMOLLbIO HaKﬂeVIKM;

e B BUAE TEKCTa, 406aBNEHHOro B 3/IEKTPOHHOE NMUCbMO, U3 KOTOPOTO ABHbIM 06pasom cnepdyet, 4To MHGOpMaLUA aBadeTcA
KoHpuaeHuManbHOM B COOTBETCTBMM C TPEOOBAHMAMM, YKa3aHHbIMKU B HacToAwem MNonoxeHnu;

¢ npoynmu CI'IOC06aMVI, He OrpaHn4YmBanACb yKasaHHbIMW.

4.5.2. PeweHue sonpoca o cHatuu/raweHun Mpuda c [JLOKYMEHTOB W/MAU UHbIX MaTEPUaNbHbIX HOCUTENel BO3NaraeTcsa Ha
OTBETCTBEHHOE /IMLO U MOXET MNpu HeobxoAMmocTM O0bOPMAATLCA aKTOM NPOM3BOMBHON dopmbl. B Takom akTe
nepeyncnaoTca JJOKyMmeHTbl, DNEKTPOHHbIE JOKYMEHTbI, MHble MaTepuanbHble HOCUTENN, C KOTOPbIX [pud cHAT.

4.5.3. B cnyyae cnucaHua (YHWYTOXKEHMS) MaTepuanbHbiX HocuTeneil, cogeprawmx KoHouaeHuManbHyto MHbopmaumio,
NpPOU3BOAMTCA NPoLLeaypa COrMacHo NpaBuaam, yCTaHOB/IEHHbIM BHYTPU COOTBETCTBYIOLLErO CTPYKTYPHOro NoapasaeneHus.
Bce akTbl, copepalume nHbopmaumio o cHatumn/raweHmmn fpuda ¢ JOKYMEHTOB M/MAN UHBIX MaTEPMabHbIX HOCUTENEN, O
CNUCaHUM (YHUUTOMKEHUKN) MaTepPUANbHbIX HOCUTENEN, coaep Kawmnx KoHpuaeHumanbHyo MHGopMaumio, NnepeaatoTcs Anuy,
OTBETCTBEHHOMY 332 MHGOPMALMOHHYO0 6e3onacHoCTb B KomnaHuu.

4.6. MNpepoctaBneHne KoHduaeHumnanbHoit MHGopmauum, a TaK:Ke NOPAAOK obpaLLeHUs ¢ Takoi MHPopmaumnei U KOHTPOb
3a cobnlogeHneM TaKoro nopsagka.

4.6.1. MNMopg npepocTaBaeHnem KoHoMAaeHUManbHON WMHPOPMaUMKM MNoHMMaeTca nepegada KomnaHuen KoHdwmaeHumanbHom
MHbOpPMaLMM OpraHam rocyapCcTBEHHOM BAACTU, MHbIM FOCYAapPCTBEHHbIM OpraHam, OpraHam MecTHOrO CaMoynpaB/ieHUA B
LenAx BbINONHEHUA ux pyHKLUMI. MpenocTtaBneHne [LOKYMEHTOB OCYLLECTBAETCA MO CAEAYIOWMM NpaBuiam:

e [lpepoctaBneHne [JOKYMEHTOB OCYLLECTBAAETCA TO/IbKO N0 060CHOBaHHOMY, MOTUBMPOBAHHOMY, COAEPIKaLLLeMy YKasaHue
L,enun 1 NpaBoBOro oCHoBaHWA 3aTpeboBaHna KoHbuaeHUuanbHoM MHPOpMaLMK, CPOK NpesocTaBAeHNA Tako nHGopmaLmm
M NOAMUCAaHHOMY YMNOJHOMOYEHHbIM [AOMKHOCTHBIM JIMLOM TpeboBaHUIO OPraHOB rOCYAAPCTBEHHOM BACTU, WHbIX

1 AKTyanbHbIN afpec MecTa HaxoKaeHna KomnaHMmn pasmeLLaeTca B ceTu MHTpaHeT no aapecy: https://wiki.yandex-
team.ru/LegalDep/yandex-group/.
A TaK>Ke MOKeT 6bITb yTouHeH y OTBETCTBEHHOIO AnLa.
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rocyaapCTBeHHbIX OpPraHOB, OpraHOB MeCTHOIro camoynpasieHUA B paMKax Ux NOJIHOMOYMNIA, €C/IM UHOE He YCTaHOB/NEHO
¢ep,epaanb|MV| 3aKOHamMMu.

e [lpeasocraBneHne [JOKYMEHTOB OCYLLECTBAAETCA YMNOAHOMOYEHHbIM JIMLOM, MMEIWMM AOCTYM K COOTBETCTBYHOLEN
KoHoupeHumanbHol MHPopmaumm, c paspeweHns OTBETCTBEHHOro /Mua M Auua, OTBETCTBEHHOrO 3a MNpaBoBOe
COMpOBOXAEHME peATenbHOCTM KomnaHuu. [OKymeHTbl odopmastoTca ¢ ob6s3aTenbHbiM  HaHeceHuem [puoda.
ConpoBoanTensHoe NMCbMO NognucbiBaetca OTBETCTBEHHbBIM JINLOM.

4.6.2. liobaa nHbopmauma, PacnoNoKeHHan Ha BHYTPEHHUX MHTpaHeT-pecypcax (Hanpumep, Bukn-ctpanunuybl (Wiki)), cuntaetca
KoHdumaeHumanoHo uHbopmaumein M nonydaet Fpud aBTOomMaTMyecku (cpeacTBamu MHTpaHeT-pecypcos). Mpu 3Tom
COTPYAHUK MOXKET OrpaHuMuMTb AOCTYN K Takon MHOOpMaumn AnA OTAENbHbIX COTPYAHWKOB WAW TPynn COTPYAHMKOB
(oTmenos, penaptameHToB). B AaHHOM cnyyae AnLAMM, JOMNYLWEHHBIMU K O3HAaKOMNEHWUO ¢ UHPopmaumen, byayTt ambo
onpeaeneHHble COTPYAHUKK, NMBO BCe COTPYAHUKM KomnaHuu.

4.6.3. Ecnv COTPYAHMK B CBA3M C BbINOJIHEHWMEM CBOUX TPYAOBbIX 0613aHHOCTEN OTNPABAAET 3EKTPOHHOE NMUCbMO, KOTOPOE MOXKET
coaepkaTb KoHPUaeHUManbHyO MHOOPMALMIO, OH A0/IKEH COOOWUTL 06 3TOM MOAYyYaTENto M NMPOMAapPKMPOBATL TaKyto
nHdopmMaumio cooTBeTcTBYOWMUM Iprdom. B TakMxX cnyyanx B TEKCT NMCbMa pekomeHayeTca obasutb ppasy:

HQ PYCCKOM A3bIKE:

«HacTosluee coobuieHre 1 BCE NPUNOKEHUA K HEMY NpeaHa3HayeHbl UCKAUYUTENBHO AN UCNONb30BAHMA UX agpecaTamm
M MOryT cogepaTb KOHOUAEHUMaNbHYO MHbOpMaUMo, NpuHagnexawyto [[lonHoe HaumeHosaHue KomnaHuu] wnu
KOMMaHMAM U3 CMMCKa, coaeprKallerocs B nocnegHem Annual Report For Foreign Private Issuers (20-F, Exhibit (MpunoxkeHue)
8.1.), pasmelLéHHOM Nno ccbinke http://ir.yandex.com/sec.cfm. Ecav Bbl nonyunnm Hactoswwee coobuieHne, Ho He ABASeTeCh
ero agpecatom, ntoboe ero pasrnaweHne, nepegada TpeTbUm AULAM AMBO MHOE PACNPOCTPaHEHUE WUAU KOMUPOBaHWE
3anpetueHbl. Ecam Bbl nonyumnn Hactosulee coobuieHune no owmnbKe, noxanyicra, ysegomuTe o6 3Tom oTnpasutensa u/vmnm
[MonHoe HaumeHogaHue KomnaHuu] nNo sneKTPOHHOM NoYTe OTBETHbIM NMMCbMOM U yaanuTe HacTosllee coobluieHme u Bce
NPUNOXKEHUA K HeMy 6€3 BO3MOXHOCTU BOCCTAHOBNEHUAY.

Aubo Ha aHenulickom A3bIKe:

«This message and all attachments thereto are intended solely for use of the intended recipients and may contain confidential
information belonging to [[TonHoe HaumeHosaHue KomnaHuu] or Companies specified in the latest Annual Report For Foreign
Private Issuers (20-F, Exhibit 8.1.) http://ir.yandex.com/sec.cfm. If you have received this message but are not the intended
recipient, any disclosure, transfer or other distribution or copying are prohibited. If you have received this message in error,
please notify the sender and/or [[lonHoe HaumeHosaHue KomnaHuu] via e-mail and then delete this message with all
attachments with no possibility of recovery».

4.6.4. Bce Buabl pabotbl ¢ KoHouaeHumanbHOW WMHPOpPMaLMeElN B 31EKTPOHHOW GOpMe C MOMEHTA €e CO34aHuUA [OJIXKHbI
NPOBOAUTLCA TO/IbKO BO BHYTPEHHEN KOMMbloTepHOM ceTn KomnaHumn nam komnaHuii rpynnel any, AHAEKC B cooTBeTCTBMU C
npasMaaMn UCNOb30BAHMA TaKo MHGOPMALMK, ECIN MHOE He COrnacoBaHo ¢ OTBETCTBEHHbIM JIULLOM.

4.6.5. DNEeKTPOHHble AOKYMEHTbl C MOMEHTA MX CO34aHWA, NOJYYEHUA OT KOHTPAreHTa A0J/IKHbl Pa3mMeLlaTbCa U XPaHUTbCA BO
BHYTPEHHel (KopnopaTUBHOM) KoMMbloTEPHOM ceTu KomnaHuu, a TakKe Ha obopyaoBaHuK, NpuHaanexkawem KomnaHum
(obopypoBaHMe COTPYAHMKA, CbEMHbIE HOCUTENM), AOCTYN K KOTOPOMY MMEIOT TOJIbKO COTPYAHUKM KomMnaHuu, umetome
goctyn K cootBetcTBytowen KoHduaeHumanoHot uHPopmaumn. He ponyckaeTca pasmelleHne KoHouaeHuUmManbHoOM
MHPOPMaLMM Ha 3/1eMEHTaX KOMMbIOTEPHON ceTn KomnaHWW, NpeaoCcTaBAAOLWMX aHOHUMHbIV U HEaBTOPM30BAHHbIN A0CTYN
K MHpopmauuu.

4.6.6. DNEKTPOHHble AOKYMEHTbI MOTyT 06paLaTbcsa BHYTPU KomnaHui rpynnbl anu, AHAEKC, a TaKKe nepesaBaTbCA KOHTPareHTam
NnocpesCcTBOM MEepPechbI/IKU 3/IEKTPOHHON NoYTOM NGO Ha MHbIX MATePUanbHbIX HOCUTENAX B COOTBETCTBUM C YCNOBUAMM
HacToAawero MNMonoxxeHuA.

4.6.7. Mepepavya INEKTPOHHbLIX AOKYMEHTOB MO 3/19KTp0HHOl:1 noyte OcCyuw,ecCTBaAeTca WUCKAKYUTENBHO C UCNOJIb3OBaHUEM
KOpnopaTuBHbIX CepBepoB 3ﬂe+(TpOHHOl:1 NOYTbl U KOPNOPATUBHbIX agpecos 3HEKTpOHHOﬁ noytbl KomnaHum.

4.6.8. [lonyckaeTcAa nepegaya M MNosydyeHUEe COTPYAHUKAMM DNEKTPOHHbLIX OAOKYMEHTOB CPeacTBaMM 3/1eKTPOHHOTO obmeHa B
COOTBETCTBMM C YCA0BUAMM HacToawero MonoxeHus. ®akt nepegadn (NoaydeHUs) DNEKTPOHHOTO OOKYMEHTA MOXKET
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NoATBep:KAATbCA MHPOPMALMeN NPOrpammMbl, KOHTPOIMPYOLWEN Nepeaady C KOMNbIOTEPa (NoNyYeHMe Ha KOMNbIOTEP) CETU
KomnaHuu cooTBeTcTBYlOLWLErO daitna.

4.6.9. OTBETCTBEHHOCTb 3@ YYET M XpaHeHWe JJOKYMEHTOB, DNIeKTPOHHbIX OKYMEHTOB M UHbIX MaTepuabHbIX HOCUTENElN U NOPALOK
paboTbl C HUMMU COTPYAHWUKOB CTPYKTYPHbIX NOApasaefneHuii HecyT PYKOBOAWTENM COOTBETCTBYIOWMX CTPYKTYPHbIX
noapasgeneHnin Komnanuun. MNpu cmeHe pyKoBOAMTENEW CTPYKTYPHbIX MogpasaesneHnit KomnaHuM OTBETCTBEHHOCTb
nepeaaeTcA HOBOMY PYKOBOAMUTENIO.

4.6.10./ltoban pabota c KoHoumpaeHuManbHOM MHPOpMaUMElr U NepcoHaNbHbIMU AAHHbIMM /IMLAM, HE MMENLWMM [0CTyna K
cooTBeTcTBYloWEen KoHbuaeHuManbHOM WHbOPpMauMM, 3anpeuwieHa. 3anpeweHo nepegasaTb KoHbMAaeHUMaNbHYO
MHPOPMALMIO M NEepCcoHaNbHble [AaHHble COTPYAHMKAM, He MMEeWMM AOCTyn K Takoh uHdopmauuu, 6e3 uetko
0b60CHOBaHHOI C/ly*KebHoM HeobxoanMmocTu.

5. PA3MNALUEHUE N OTBETCTBEHHOCTb 3A PA3MALLUEHUE KOHOUAEHUNA/IBHON MHOOPMALLUMN.

5.1. KomnaHua Bnpase ncnosib3zoBaTb KoHdnaeHUManbHyo MHPOPMaALUIO NO CBOEMY YCMOTPEHUIO NH0OLIM HE NMPOTUBOPEYALLMM
3aKOHy cnocobom. KomnaHuA MOMKET Mo CBOEMY YCMOTPEHWIO paspellaTb MAW 3anpewaTtb APYrMm auuam (BKakodas
CoTpyAHMKOB, NAapTHEPOB U A4p.) Ucnonb3oBaHMe KoHduaeHumansHoin nidopmaumu. Apyrve amua (Bkntodas CoTpyaHMKOB,
MapTHEPOB M Ap.) He MOTyT Ucno/b3oBaTb KoHdMAEHLMaNbHYO MHGOPMALMIO B IMYHBIX UM KOMMEPYECKUX MHTEpEecaX, a
TaKXKe B NPOTUBOPEYUUE LeNAM, paZiM KOTOPbIX Takasa MHGopMaLuma 6bina um cooblueHa, 6e3 cornacua KomnaHmu. OTcyTcTeue
NPSAMO BblpaXeHHOro 3anpeTta He CYUTaeTCA Cornacnem.

5.2. 3a pasrnaweHne KoHdupeHuManbHoW WHOOPMALMM BUHOBHOE NULO HECET OTBETCTBEHHOCTb, MPEAYyCMOTPEHHYIO
OeNCTBYIOWMM POCCUNCKMM 3aKOHOA4ATENbCTBOM.

5.3. COTpyAHWK, KOTOPbIN B CBA3U C WMCNOJNHEHMEM TPYyAOBbiX 06a3aHHOCTEM nonyumn poctyn K KoHoumaeHumanbHoM
MHPOpPMaLMM, B C/ly4ae BMHOBHOTO (YMbIWIEHHOTO WAW HEOCTOPOXKHOrO) pasriaweHus 3Tol uMHbopmMauum Hecet
OTBETCTBEHHOCTb:

® [UCUMNIMHAPHYIO, COTNAacHO AencTByloleMy TPyAOBOMY 3aKoHogaTenbcTBy Poccum (yBonbHeHMeE, NOAHAs MaTepuasibHas
OTBETCTBEHHOCTb, MHOE, MPEAYCMOTPEHHOE 3aKOHOA4ATENbCTBOM), U/Unn

® [paX4aHCKO-NpaBOBYIO, COrNACHO AENCTBYIOWEMY rPa*KaaHCKOMY 3aKoHoAaTenbcTey Poccun (BosmeleHmne yBbITKOB, MHOE,
npeaycMoTpeHHOe 3aKOHOA4AaTeNIbCTBOM), U/Unun

® aLMWHWUCTPATMBHYIO, COMNACHO AeNCTBYIOWEMY agMUHUCTPATUBHOMY 3aKOHOAATeNbCTBY Poccum (AeHeKHbIN wTpad, nHoe,
npeaycMoTpeHHOe 3aKOHOAAaTeNIbCTBOM), U/Unun

® Yro/IOBHYIO, COM/IaCHO AENCTBYIOLLEMY YrONIOBHOMY 3aKOHOAATeNbCTBY Poccum (aeHexHbIn wrpad, avweHne ceobompbl, UHOE,
npeasycMOTPeHHOE 3aKOHOAATEeIbCTBOM).

5.4. KoHTpareHTbl — topugmnyeckne nnua KomnaHum, Kotopbim bbina nepegaHa KoHduaeHumanbHaa nHbopmaumsa, B cayyae
pasrnaweHusa 3atoi mHbopmaumm HecyT nepesn KomnaHuen rpaxgaHCKO-NpaBOBYO OTBETCTBEHHOCTb. PyKoBoauTtenu,
pPabOTHUKM TaKMX KOHTPAreHTOB, @ TaK)Ke KOHTpareHTbl — WHAMBUAYaNbHble NpeanpuHumaTenn, dusnuyeckne nnua —
NOMMMO TPaXKAAHCKO-NPABOBOW OTBETCTBEHHOCTU TaK¥Ke HecyT agMWHWUCTPATUBHYIO W YrO/IOBHYHO OTBETCTBEHHOCTb 3a
pasrnaweHne KoHpuaeHumanbHon nHbopmaumu.

5.5. KomnaHuA Bnpase MCNo/b30BaTb BCE MMEIOLWMECA B ee PACMOPANKEHUM 3aKOHHble cnocobbl 1 cpeacTBa Mo 3aluuTe CBOeM
KoHouaeHuManbHoM MHbopmMaumn, B TOm ymcie nybanMYHO Ha3BaTb KOHKPETHbIX HapywuTenei yepes cpeacTsa MaccoBOM
nHdopmaLmun (Npecca, TeNeBUAEHNE, PASMOBELLAHNE U T. 4.), UHTEPHET U T. A,

6. MHbIE NO/TIOXEHUA.
6.1. Hacrtosuwee MonoxeHue yTBepPKAAETCA U BBOAUTCA B AeACTBME NPMKa3om no KomnaHuu.

6.2. Tpudbl, HaHeCEHHble A0 BBeAeHWs B AeicTBue HacToswero MonoxeHua Ha [OKYMeHTbl, INEKTPOHHbIE LOKYMEHTSI,
3NIEKTPOHHbIE TMUCbMA M WHble MaTepuasbHble HOCUTENIM, a TaKXKe BCEe [AOKYMEHTbl, CBfA3aHHble C 3alLuUTOM
KoHduaeHumanbHol nHGOpMaLuK, NoAnMUCaHHbIe COTPYAHUKAMMU U KOHTPAreHTamMu 40 BBEAEHWUA B AEMCTBME HACTOALWEro
MonoXeHUA, COXPaHAOT CBOE AeNCTBME M NOCNe BBEAEHUA B AeiCTBME HacToAwero MNonoxkeHus.

6.3. Obs3aTenbcTBa OPUANYECKUX U PU3UYECKMX /L, 06 oxpaHe KoHouaeHumanbHOW MHGOpMaLMK, nepesaHHON B pamKax
rPa*KAaHCKO-MPaBOBbIX AOrOBOPOB, 3aK/MOUYEHHbIX MeXAy TakMmu avuamu M KomnaHuel OO BBeaeHMA B AelCTBMe
HacTosAwero MoNoKeHUA, COXPaHAIOT CBOIO CUAY M MOC/Ee BBEAEHMUA B AelcTBMNe HacToAwwero MonoxeHus.



6.4.

6.5.

6.6.
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TeKcT Hactoawero MonoXKeHUs MOXKeT bbiTb M3MEHEH B CBA3U C NPUHATMEM M BBeAEHVMEM B AeiCTBME NMPUMEHMMbIX
HOPMAaTUBHBIX aKTOB OpPraHoB BnactTu Poccuiickoli ®epepaumu, MoNOKEHUN O CTPYKTYPHBIX NogpasaeneHnax KomnaHuu, B
APYrUX CIyYasnx, UMeloLLMX 3HaYeHne gaa uenei HactoAwero MNonosxeHus.

TeKcTbl AeNCTBYOWMX peaakuuin Hactosuwero [onoxerusa, lepeyHa, a TaKkKe WHbIX OOKYMEHTOB, CBA3AHHbIX C
KoHduaeHumanbHoM nHbopmaLumelt, pasmelleHbl U AOCTYMHbI B CETU MHTpaHeT KomnaHuu no agpecy: https://wiki.yandex-
team.ru/security/nda, a Tak»e C TAKUMWU AOKYMEHTAMMU MOKHO O3HaKOMMTLCA B CTPYKTYPHOM noapasaeneHnm KomnaHuu,
OTBEYalowem 33 ynpaBieHWe MepcoHasoM. TeKCT NamATKM no WMHPopMaLMOHHOM 6e30nNacHOCTU pasMeLLeH Mo
aapecy: https://wiki.yandex-team.ru/security/readme/.

TekcT HacToAwero [MoNOXKeHUA, a TaKKe ero M3MeHeHVMA [OBOSATCA [0 CBEAEHUA COTPYAHWKOB B NOPAAKe,
npeaycMoTPeHHOM B LLeMCTBYIOWMX NPaBMaax BHYTPEHHEro TPYA0BOro pacnopagka KomnaHuu.


https://wiki.yandex-team.ru/security/nda
https://wiki.yandex-team.ru/security/nda
https://wiki.yandex-team.ru/security/readme/

Qunexc

YTBEPXXAEHO NPMKA30M Ne 32/0 OT 13.08.2020 FOAA

NEPEYEHb CBEAEHUIA, COCTABNAIOLLUX
KOMMEPYECKYIO TAHY 000 «flnaekc./1aBka»



KOPNOPATUBHAA UHOOPMALIUA

CeeseHun o6 yupeauTensx, yyacTHMKax O6LWecTBa C OrpaHUMYEHHOW OTBETCTBEHHOCTLIO «AHAEKC.J/laBKa»
(aanee — KomnaHus), ecnv Takue CBeAEHUA He SBAAKTCA OTKPbITbIMKM (06LenoCTYNHbIMKU) UAN He Bbian
PacKpbITbl KomnaHuei B ycTaHOBNIEHHOM NOPSALKeE.

CBeeHMnn 06 y4acTUM B YCTaBHbIX KanuTtasax MHbIX IOPUAMYECKMX WL, CBEAEHUA O AOYEPHUX KOMMNAHUAX,
adduaMpoBaHHbIX MLAX, 06 y4acTUM KomnaHuu B ynpasaeHnn TakKMMM KOMNaHUAMM, O CTPYKTYPE XONAMUHTa,
€C/N TaKue cBefleHUA He ABNAIOTCA OTKPbITbIMU (06LEeA0CTYNHbIMM) UM He Bbinn pacKkpbITbl KomnaHuvei B
YCTaHOB/NIEHHOM MopAaKe.

PUHAHCbI U YYET

ok wnN

®© N

BHyTpeHHAA Byxrantepckaa M Hanorosasa OTY4ETHOCTb KomnaHum (6anaHc, oTyeT 0 NpubLIAAX U yBbITKaXx,
AEeKnapaumy no pacyeTy HANOros) 4O MOMEHTA WX YTBEPXKAEHMA M NPeLOCTaBAEHUSA YNOJHOMOYEHHbIM
OopraHam B yCTaHOB/IEHHOM MOPALKe.

Pernctpbl Byxrantepckoro yyera.

CopeprkaHue cTaTei banaHca, B TOM YMCAE AaHHbIe aHAIMTUYECKOrO yyeTa.

MepBUYHbIE YYETHbIE OKYMEHTbI.

MpuHUMnbl paboTbl M faHHbIE MPOrPAaMMHO-anmnapaTHbIX cUcTeM ByxranTepcKkoro yyeTa, GUNAnHra.
CBefieHMA 0 COCTOAHUN BaHKOBCKMX cHeToB KOMMNaHMU, ABUKEHUN U OCTATKAX AEHEXKHbIX CPEACTB HA CYeTax
KomnaHuu, nponsBoaMmbIx onepaumsx.

biogxet Komnannu.

CBefeHMA 0 MeToaax pacyeta n GOPMUPOBAHMA LiEH.

MaTepuanbl U pe3ynbTaTbl BHYTPEHHUX U BHELLWHUX pPeBM3Ui 1 ayanta KomnaHuwm.



MAPKETUHI

1. CTpaTtervyeckas NosuTUKa pa3suTua KomnaHuu; naaHbl paclMpeHns HanpasneHui u chep AeATeNbHOCTH
KomnaHuu Ha pbiHKe; NNaHbl CO34aHUA HOBbIX U PAa3BUTUA CYLLECTBYIOLMX UHTEPHET-CEPBUCOB, CBEAEHNA O
HOBbIX ycayrax KomnaHuu Ao MomeHTa Ux oduLManbHOro NpeacTaBieHuUs, CBeAeHUA 0 MeToax U cnocobax
opraHusaummn 1 NOAAEPHKKU TaKUX MHTEPHET- CEPBUCOB U YCAYT.

2. Pe3ynbTaTbl MApKETUHIOBbIX M COLMONOTMYECKUX WMCCAefoBaHUM, npoBoaumbix KomnaHuen (no 3akasy
KomnaHuu), ecnn Takme pesynbTaTbl He ABAAIOTCA 06LLEeA0CTYNHBLIMU U He Bbln packpbiTbl KomnaHven B
YCTaHOB/IEHHOM NoOpAAKe.

3. CBefeHMA 0 NNaHNPYEMbIX PEKNAMHbIX KAMMAHUAX, PEKNAMHbIX KamMnaHWUAX B Neprog, ux NOAroTOBKM, B TOM
ynucne o uenax, cogepKaHuu, dopme, cnocobax pPacNpoOCTpPaHeHUA peKknambl (NPoBeAeHUA PeKNamHbIX
aKumi).

4, CBefleHUA 0 NeperoBopax C KOHTpareHTamu, B TOM YMcC/ie NOTeHLUMANbHbIMU KAMEHTAMM, NOCTaBLUMKAMMU,

napTHeEpPamu 1 T. 4.: NpeaMeT, Lenun, coaepiKaHue, UTOrM Takux NeperoBopoB BHE 3aBMCUMMOCTH, Bbinn B
AanbHeliwem opopmaeHbl LOrOBOPHbIE OTHOLLIEHWUA C TAKMMMU KOHTPAreHTaMm Uan HerT.

5. CBeeHNA O KOMMEPUYECKMX M WMHbIX YC/I0BMAX AOrOBOPOB C KOHTPAreHTamu, B TOM 4YMCAe O pasmepax
[OTrOBOPHOM LieHbl M NPeoCTaBAAEMbIX CKMAKAX AN KOHKPETHbIX KOHTPareHToB.

6. CBefieHUn, KOHOUAEHLMANbHOCTb KOTOPbLIX YCTaHOBNEHA B COOTBETCTBUM C YC/NOBUAMM TPaKAAHCKO-
NPaBOBbIX 4OrOBOPOB, KOHTPAKTOB, COrNaLIEHN € yyacTvem KoMnaHUK B KauyecTse O4HOM U3 CTOPOH.

7. basbl AaHHbIX KOMNaHWM 1 KOHTpareHToB KomnaHuu (MocTaBLLMKOB/NPoAaBLOB, 3aKa3uMKos/nokynaTtenen,
nocpeaHWKoB/areHTos) U T. 4,

8. CBeseHMa o  KoHTpareHTax  Komnawum  (nocTaBluKax/npogaBuax,  3aKasumKax/mokynaTensx,

nocpeaHvKax/areHTax) u 1. 4.

TEXHONOrmun

1. CeegeHna 06 ocobeHHOCTAX, pa3pabaTbiBaembix KomnaHuen n/mnm no 3akasy KomnaHUM TEXHOMOMMIA U
cneumobuKe X NPUMEHEHUA; anropuTmbl (GOPMybl) NPUMEHSAEMbIX TEXHONIOTMYECKUX PELLEHWUI U onMcaHne
NPUHLMNOB UX PaboTbl; TEXHUYECKME pPeLleHUs, OTHOCALLMECS K NPOAYKTY, cnocoby, yCTPOMCTBY; pelleHuns
BHELWHEro BuAa usaenun.

2. MporpammHoe obecneyeHune, paspabotaHHoe KomnaHuel n/uam no 3akasy KomnaHuu, BKAOYAA UCXOAHbIE
KoZabl.
3. He onybauKoBaHHble KomnaHwel paHHble, obpabaTbiBaemble NpPOrpaMmMHO-anmnapaTHbIMKU CPeaCcTBamMM

KomnaHuu, a Tak»Ke pesynbTaTbl UX 06paboTKu.

4, CBegeHMAa O COCTaBe, COCTOSIHMM, MECTOHAXOXAEHMM, crnocobax O6CAYKMBAHWUA, WUCMONAb30BaHMA W
NOALEPKKM MNpOorpammHo-annapaTHoro obecneyeHuna (B T. 4. CepBepoB W ceTeBOoro o060pyLoBaHUA),
ncnosbsyemoro KomnaHuein B cBoen AeATENBHOCTH.

5. CBefeHuA 06 apxuTekType MHGOPMALMOHHOM cucTeMbl KomnaHuy.

6. MCTOYHUKM AaHHBIX M cnocobbl GOpMUPOBAHMA BXOLHbIX AaHHbIX (GaKTOPOB) AR aArOPUTMOB TEXHOIOTUI
MaLWWHHOTo 0byyeHns n 06paboTKM AaHHbIX.

7. NHTepnpeTayma pesynbTaToB paboTbl aIFOPUTMOB TEXHOIOTUI MalIMHHOTO obyyeHns M 06paboTKM AaHHbIX

B KOHTEKCTE OTpacneBbiX 3a4au.



BE3OMACHOCTb

1. CBefeHMA 0 NOPALKE U COCTOAHUM OPraHU3aLMKM OXpaHbl TeppuUTopuM (NomeleHuii) KomnaHum, cuctemax
KOHTPO/IA U CUTHaNU3aLMUMN.
2. CBegeHuMa o cucTemax M cnocobax 3awmTbl, obecneymBatowmx paboTy n 6e30NacHOCTb BHYTPEHHEN ceTn U

NPOrpamMmHO-annapaTHbIX cpeacTe KomnaHwuu, cBefeHus o cnocobax [ocTyna K HWUM, NepcoHasbHbIX
CpefcTBax TaKoro A0CTyna (NOruHbl, NAapoan, KoAbl, UHble cpeacTBa obecneyeHuns gocTtyna).
3. CBeseHuA 06 opraHM3aLmm 3alLMTbl KOMMEPYECKOM TalHbl.

WHbIE CBEAEHWUA

1. MepcoHanbHaa MHGOPMaLMA NoAb3oBaTeNel MHTepHeT-cepBMcoB KomnaHuu (MmeHa, damuauun n gpyrve
JaHHble, nosBossalowMe MaeHTUPULMPOBaTb MNONb30BaTeNei), a TaKkKe AaHHble O ¢aKTax AocTyna K
WHTEpPHET-CePBMCAaM KOHKPETHbIX No/ib30BaTeei.

2. MepcoHanbHas MHPOPMaAUMA, BKIOYAA NepCoHaibHble AaHHble AunL, cocToalmx ¢ KomnaHuei nam c ntoboi
KomnaHuew rpynnol any, «ﬂH,EI,eKC»Z B TPYZOBbIX UM TPaXK4aHCKO-NPABOBbIX OTHOLIEHMSAX.
3. MHpopmaLma, co3gaHHas NoNb30BaTENAMM  WMHTEPHET-CepBMCOB  KomnaHuMM WAM  agpecoBaHHasn

NMepcoHaNbHO MM, €CAN UHOE He NPeAyCMOTPEHO MNO/Ib30BaTE/IbCKMUM COralleEHUEM COOTBETCTBYHOLLENO
WHTEpHeT-cepBuca.

4, Heonyb6/i1MKoBaHHbIe CTAaTUCTUYECKME M aHANIUTUYECKME AaHHble, OTHOCALLMECA K AeaTesibHOCTU KomnaHum ¢
MCNONb30BaHNEM CETU MHTEPHET M/MAN NONyYEHHbIe B pe3y/ibTaTe OCYLLEeCTBNEHMA TaKo AeATeNbHOCTH.

5. CBefieHNA 0 KOHOAMKTHBIX U/MAM CNOPHbIX CUTYALMAX ¢ y4acTuem KOMMnaHUK, B TOM YMCIE O NPEeTeHsusX,
cynebHbIX McKax, Xanobax u T. 4., cnocobax U pesynbTaTax UX PaspeLleHUs, ecn Takue CBeAeHUA He
PacKpbITbl KomnaHuen n/vmamn He aBAAIOTCA 06LWLEA0CTYMHbLIMMN.

6. Lenn, copeprkaHue, UTOrM coBellaHMin, paboymx BCTPeY, NAaHEPOK U T. M. MEPONPUATUIA MO BOMpocam
neatenbHocT KomnaHun.
7. Bce npounsBeseHua, UCNONHEHUA, U306peTeHMA, NO1e3HbIE MOAENN, MPOMbIWAEHHbIE 06pasLbl, TONOAOrMK

WHTErpanbHbIX MUKPOCXEM, CEKPETbI MPOU3BOACTBA U UHble Pe3y/ibTaTbl UHTENNEKTYaNbHON AeATENIbHOCTH,
ABNAOWMECA  OOBbEKTaMW  MHTE/NNIeKTYa/lbHbIX  NpPaB  COMACHO  AEUCTBYIOLWEMY  POCCUMMCKOMY
3aKOHOAATENbCTBY, KOTOpble Co3A4aHbl COTPYAHMKAMKM B NOPAAKE BbINOJHEHUA UMK  TPYZAOBbIX
06A3aHHOCTEN UM KOHKPETHOoro 3agaHua KomnaHuu B npeaenax

2 nio6as KomnaHus B NGO CTpaHe MUpa, KoTopas HaXo4MTCA Nog NPAMbIM IM60 KOCBEHHBbIM KOHTposiem Yandex
N.V., ny61M4HOM KOMMAHMM C OFPaHUYEHHOM OTBETCTBEHHOCTbIO, CO34aHHOM U AEMCTBYIOLLEN MO 3aKOHOAATE/IbCTBY
HuaepnaHaos, 3apeructpuposaHHol B ToproBom Peectpe MNaaru nog Homepom 27265167, B ToM uncne cregyolme
KOMMNaHUM-pe3naeHTbl: Poccuiickoit Pegepaumm: 000 «AHAEKC», 000 «Anaekc. TexHonormmn», 000 «AHgekc AL »,
000 «fAnpekc AU Bnagnmup», 000 «AHgekc.paiie», 000 «AHaekc BbecnunoTHble TexHonorum», 000
«AHpekc.Taken», 000 «AHgeKc.Taken TexHonormm», 000 «AHpeKkc.Beptukanm», 000 «fAHpekc.BepTukanu
TexHonornmny», 000 «fAHaekc.Ega», 000 «fAHaeKkc./laBka», 000 «AHaekc.MapkeTt», 000 «fAHaekc.MapkeT Jlab»,
000 «KnuHuka Anpekc.3goposbe», OO0 «TUC TexHonorun», 000 «Egaann Mpomo», OO0 «MapTtna eabi», 000
«Tenecuctembl», 000 «fAHaeKkc.Mpobku», 000 «AHaekc.UcnbiTaHma», 000 «AHgekc.KapwepuHry, 000
«KnHonouck», 000 «AHpekc.Meguanab», 000 «AHaekc.Meguacepsucbl»; Pecnybankm Benapycb: 000
«Angekcben», 000 «Ybep Cuctemc benn; Pecnybankm KasaxcraH: TOO «AHaekc.KasaxctaH», TOO «fAHaeKc. Takeu
KaszaxctaH»; Pecnyb6ankn Apmennsa: 000 «AHaekc.Taken Kopn 3n3m»; Koponesctea HuaepnaHaos: Yandex N.V.,
Yandex Europe B.V., Yandex.Market B.V.; LLsenuapckoi KoHdeaepauun: Yandex Europe AG., Yandex Services AG.;
M3paunna: YANDEX.ISRAEL Ltd., Yandex.Go Israel Ltd; CoeamHeHHbix LUTaToB AMepuku: Yandex Inc; ®epepatnusHom
Pecnybnukn Fepmanua: Yandex.Technology GmbH; ®uHnsHackoi Pecnybamkn: Yandex Oy M MHbIX KOMNAHWNA,
YyKa3aHHbIX Ha CTpaHuLe B MHTpaHeTe, pasmeléHHoM no agpecy: https://wiki.yandex-team.ru/LegalDep/yandex-
group/. «KOHTPO/Ib» O3HAYaeT NPAMOe UM KOCBEHHOe BiageHue 6osiee yem 50% rosocyrowmx akumii/oonein 8
YCTaBHOM (CKN1ag0o4HOM) KanuTane MAM WHbIM 06pa3om MosyYyeHHOe MpPaBO YNpaBAATb MW MPaBO OKasblBaTb
BAUAHWE Ha PYKOBOACTBO WAW MOAUTMKY ynpasasemoi KomnaHuu. COTPYAHWKY, HE MMeEoLemMy AOCTyna wuam
TEXHUYECKON BO3MOXKHOCTM A/1A AOCTYNA B UHTPAHET KOMNAHWMK, CNUCOK TaKMX KOMMaHMI NpeaocTaBaseTca No ero
3anpocy HenocpeaCcTBEHHbIM pykoBoautenem nav OTBETCTBEHHbIM JINLOM.



yCTaHOB/IEHHbIX COTPYAHUKY TPYA0BbIX 06A3aHHOCTEN M OTBEYAIOT BCEM NPEABABAAEMbIM K TaKUM 06beKTaM
ycnoBusim oxpaHocnocobHocTu (Cny:kebHbih 06bEKT).

NHPpopMaLmMa, OTHOCALLAACA K KOMMEPYECKON TaltHe U/unun nomedeHHasa rpnudom noboit KomnaHum rpynnbi
NNy, « AHAEKC», COOTBETCTBYOLWMM TpeboBaHMAM POCCUMCKOro 3aKOHOA4ATE/IbCTBA O KOMMEPYECKOM TalHe.
Noban aneKTpoHHaA Nepenncka Mexay KopnopaTMBHbLIMKU agpecammn 3NeKTPOHHOM NoyTbl KomnaHum ambo
C UCNO/Ib30BAHNEM XOTA Obl OAHOM CTOPOHOI (OTNpaBUTENEM UAKU MOJyYaTeNem) KOpPNopaTUBHONO agapeca
3N1EeKTPOHHOW NouTbl KomnaHuu nav KomnaHum rpynnbl vl « AHAEKC», PaBHO KaK M UCMO/Ib30BaHMNE APYroro
afpeca 3N1eKTPOHHOW NOYTbl, HO B LENsAX WCNOJHEHWUA TPYAOBbIX 06s3aHHOCTEN CoTpyAHUKaMK uau
CoTtpygHukom KomnaHum (KomnaHuu rpynnbl AL

«AHOEKC»), 32 UCKNOYEHMEM MACCOBBIX PACChIZIOK NO/Ib30BaTENAM UHTEPHET-CepBMCOB KOMNaHUK Uau
KomnaHuu rpynnbl Ay, « AHAEKCY.
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